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Safeguarding: Online Safety Policy 

 

Date Policy Reviewed Policy Reviewed By Reason/Outcome Next Review Due 

November 2013 Ian Thomas Review Autumn 2014 

February 2015 Callum Douglas Review Spring 2016 

January 2016 Callum Douglas Review Spring 2017 

September 2016 Ian Thomas Change of Policy Name Spring 2017 

February 2017 Tom Le Tissier Review & Update Spring 2018 

 
This policy sets out to support all the aims of the School by ensuring that all pupils are properly cared for in 
a warm and caring environment and in a position to access the education that the School aims to provide.  
 

Mission Statement 
‘Duncombe School will educate the whole child, fostering the individual's highest academic, creative, social 
and recreational standards within a happy, caring and stimulating environment.’ 
 
Mission Statement – Treetops 
‘Our primary purpose is to support children and parents through the early years of education. Treetops 
offers a carefully managed induction programme to School life and subsequently a broad and challenging 
education within a caring and secure family environment.’ 
 
School Aims and Philosophy 

 To educate the whole person (academic, spiritual, moral), promoting respect for Christian values 
but recognising and respecting beliefs, needs and achievements of others in our multi-cultural 
society. 

  
 To provide a structured and happy environment where each member of the community is valued 

and secure and where there is a commitment to encouraging individual development.  
 

 To promote high standards in all areas of life.  
 

 To encourage self discipline, self motivation and self respect through promoting competition 
against self and objective standards rather than each other.  

 
 To provide each child with a broad and balanced curriculum that encourages children to realise 

their full capabilities.  
 

 To foster a lively and varied learning environment adopting teaching styles relevant to each child's 
learning.  
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 To work in partnership with parents encouraging dialogue in the best interests of their child. 

 

Online Safety Policy 
 
The following whole-School policy refers to the safe, acceptable and responsible use of the Internet. 
 
Online Safety encompasses Internet technologies and electronic communications such as mobile phones as 
well as collaboration tools and personal publishing. It highlights the need to educate pupils about the 
benefits and risks of using technology and provides safeguards and awareness for users to enable them 
to control their online experience. 
 
Online Safety depends on effective practice at a number of levels: 
 

 Responsible ICT use by all staff and pupils 

 Sound implementation of Online Safety policy in both administration and curriculum. 

 Safe and secure broadband from the Cognita Network including the effective management of a 
filter. 

 
School Online Safety Policy 
 

 The Online Safety Policy is part of the School Development Plan and relates to other policies 
including those for ICT, bullying and for child protection. 

 The School has appointed a named person to co-ordinate Online Safety. 

 Our Online Safety Policy has been agreed by the Leadership Team. 

 The Online Safety Policy and its implementation will be reviewed annually. 
 
Teaching and Learning 
 
Why Internet use is Important 
 

 The Internet is an essential element for education, business and social interaction. The School has a 
duty to provide pupils with quality Internet access as part of their learning experience. 

 Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils. 
 
Internet use will Enhance Learning 
 
The School Internet access is designed for pupil use and includes filtering appropriate to the age of pupils. 
 

 Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for 
Internet use. 

 Pupils will be educated in the effective use of the Internet in research, including the skills of 
knowledge location, retrieval and evaluation. 

 Pupils will be taught, in the event of coming across inappropriate materials online, they will close 
the laptop (but not switch off) or place the tablet face down and report this to a teacher – this 
enables the site to be added to the filtering system. 
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 The School will ensure that the use of Internet derived materials by staff and pupils complies with 
copyright law. 

 Pupils should be taught to be critically aware of the materials they read and shown how to validate 
information before accepting its accuracy. 

 
Managing Internet Access 
 

 Information system security School ICT systems capacity and security will be reviewed regularly. 

 Virus protection will be updated regularly. 

 Security strategies will be discussed with Cognita. 
 
E-mail 
 

 Pupils are not issued with a school email address. 

 Pupils are not permitted to use home or private email accounts on school computers 
 

Published Content and the School Web Site 
 
The contact details on the Web site should be the School address, e-mail and telephone number. Staff or 
pupils’ personal information will not be published. 
 

 The Headmaster will take overall editorial responsibility and ensure that content is accurate and 
appropriate. 

 
Publishing Pupil’s Images and Work 
 

 Pupils’ full names will not be used anywhere on the School Web Site or Facebook, particularly in 
association with photographs. 

 By signing the terms and conditions, point 6.17 means acceptance to their child’s image being used 
by the school. However, parents have the option to opt out of their child’s photograph being 
published on the school web site and Facebook. This is referred to in the admissions booklet. 

 Pupil’s work can only be published with the permission of the pupil and parents. 
 
Social Networking and Personal Publishing 
 

 The School will block/filter access to social networking sites. 

 Newsgroups will be blocked unless a specific use is approved. 

 Pupils will be advised never to give out personal details of any kind which may identify them or 
their location. 

 Pupils and parents will be advised that the use of social network spaces outside School is 
inappropriate for primary aged pupils. 

 Staff should not connect with any current pupil or person under the age of 18 that they have taught 
on any social networking site. 

 Staff should not create any social networking group that links directly to the School or Cognita 
without the written permission of the Headmaster. 

 Staff that use social networking sites should not discuss work-related issues and should not bring 
the School’s reputation in to disrepute. 
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 Staff will give permission, or not, for their image to be used on the school’s Facebook page and 
website. 

 
PSHE / Digital Leaders 
 

 The school will run e-safety lessons as part of the PSHE curriculum. 

 In Year 5 and Year 6 Digital Leaders will be trained through the childnet programme. 

 Digital Leaders will run whole school assemblies and help to guide best practice through the school. 

 Age appropriate assemblies, lessons and workshops will be run to further the children’s online 
safety knowledge. 

 Online safety does not solely come down to Safer Internet Day. 
 
Managing Filtering 
 

 The School will work with the Cognita and the Internet Service Provider to ensure systems to 
protect pupils are reviewed and improved. 

 A full list of site categories which are blocked for staff and pupil use is held by the Online Safety 
lead (appendix 1) 

 If staff or pupils discover an unsuitable site, it must be reported to the named Online Safety person. 

 Regular checks are made to ensure that the filtering methods selected are appropriate, effective 
and reasonable. 

 
Mobile Phone Communication & Instant Messaging 
 

 Staff are advised not to give their home telephone number, mobile phone number, or personal 
email address to pupils. Mobile phone communication should be used sparingly and only when 
deemed necessary. 

 Staff are advised not to make use of pupils’ mobile phone numbers either to make or receive phone 
calls or to send to or receive from pupils’ text messages other than for approved School business. 

 Staff should only communicate electronically with pupils from School accounts on approved School 
business, e.g. coursework. 

 Staff should not enter into instant messaging communications with pupils. 

 Staff should not make or take personal calls or engage in personal texting when they are on duty. 
 
Protecting Personal Data 
 
Personal data will be recorded, processed, transferred and made available according to the Data 
Protection Act 1998. 
 
ICT Access 
 

 All staff will be given the School Online Safety Policy and its importance explained. 

 All staff must read and sign the ‘Acceptable ICT Use Agreement’ before using any School ICT 
resource. 

 Pupils’ access to the Internet will be under adult supervision at all times. 
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 It will be common practice in all lessons which use ICT, to remind children of the correct procedure 
of what to do if inappropriate content is found; they will also be taught to specify searches in order 
to reduce likelihood of inappropriate images. 

 Everyone will be made aware that Internet traffic can be monitored and traced to the individual 
user. 

 Online Safety rules and guidance are discussed regularly with pupils throughout the year. There is a 
school wide focus on or around Safer Internet Day. 

 Pupils will be informed that network and Internet use will be monitored. 

 Pupils will not be permitted to access sites that include extremist views. Any attempt to access 
these sites will be brought to the attention of the Online Safety lead. 

 Parents’ attention will be drawn to the School Online Safety Policy. 

 The School will take all reasonable precautions to ensure that users access only appropriate 
material. However, due to the international scale and linked nature of Internet content, it is not 
possible to guarantee that unsuitable material will never appear on a School computer. Neither the 
School nor Cognita can accept liability for the material accessed, or any consequences of Internet 
access. 

 Complaints of Internet misuse will be dealt with by the Headmaster. 
 
 
SAFEGUARDING STATEMENT 
Duncombe School is committed to safeguarding and promoting the welfare of children and young people and expects 

all staff, volunteers and other third parties to share this commitment.  Safer recruitment practice and pre-

employment background checks will be undertaken before any appointment is confirmed. 

 
 
 Appendix 1 – Filter categories for staff and pupils Spring 2017 
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